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S E C R E T SECTION 01 OF 04 STATE 067207

SIPDIS

E.O. 12958: DECL: 6/15/2034
TAGS: PARM, PREL, ETTC, CBW
SUBJECT: AUSTRALIA GROUP: PROMOTING PARTICIPATION IN
PLENARY INFO EXCHANGE AND ENFORCEMENT EXPERTS MEETINGS

REF: A. 08 VIENNA 268

  B. 08 PARIS 735
C. 08 STATE 16112
D. 07 STATE 58355
E. 06 STATE 70409

Classified By: Robert Mikulak, Dir., ISN/CB
Reasons 1.4 (c) and (d)

1. (U) This is an action request. All addressees please see
paragraphs 3 and 4. (For information on previous action
requests regarding this subject, please see reftels).

2. (SBU) SUMMARY: In preparation for the upcoming 2009
Australia Group (AG) plenary session in Paris, September
21-25, the U.S. would like to encourage other AG members to
make presentations during the plenary's Information Exchange
and Enforcement Experts sessions. We believe briefings on
chemical and biological weapons (CBW) programs, trade in
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AG-controlled goods, terrorist attempts to acquire CBW, and
case studies of export control enforcement actions will help
energize AG participant dialogue on CBW proliferation issues.
END SUMMARY.

3. (SBU) ACTION REQUEST: The Department requests that all
addressee Embassies use the talking points in paragraph 5 to
urge the appropriate host government officials to actively
participate in the AG plenary Information Exchange and
Enforcement Experts meetings. The Department also requests
that individual addressee Embassies use the country-specific
talking points in paragraphs 6-14 in addition to those
provided in paragraph 5. Embassy Canberra should indicate
that the points provided in paragraphs 5 and 6 should not/not
be circulated as part of an official AG document. END ACTION
REQUEST.

4. (U) Embassies should report host government views and
comments by cable to ISN/CB by July 13, 2009, if possible.
Please begin all responses with AUSTRALIA GROUP and slug for
ISN.

5. (C) Begin Talking points for all Embassies:

(CONFIDENTIAL//REL AUSTRALIA GROUP)

-- We are looking forward to the Plenary meeting of the
Australia Group (AG) in Paris, September 21-25. The Plenary
presents AG participants with an opportunity to exchange
information on issues related to chemical and biological
weapons (CBW) proliferation that would benefit AG
participants' implementation of export controls on
CBW-related goods and technology.

-- In this regard, we welcome the full and active
participation of your country's delegation in the AG
Plenary's Information Exchange and Enforcement Experts
meetings.

-- In the Information Exchange, we believe it is important
to focus on emerging chemical and biological technologies,
trends in the trade of CBW-related goods and threats
(including threats from a regional perspective). We
encourage participants to circulate any papers for the
Information Exchange at least one week in advance of the
Plenary so that AG participants can prepare for discussions
at the exchange.

-- The United States believes there is general interest
among AG participants for any information you can share
related to Russia in light of its continued interest in AG
membership. This request is being made to all AG
participants. We believe the following information would be
particularly helpful to reaching consensus:
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- Your assessment of the effectiveness of Russia's export
controls, particularly on CBW-related technology.

- Any information you can share on the current state of
Russia's CBW-related programs.

-- For the Enforcement Experts Meeting, we encourage
participants to include hands-on enforcement/customs
officials in their delegations and to continue offering case
studies of recent or past enforcement actions.

-- The U.S.'s own participation in the Information Exchange
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and Enforcement Experts meetings will be guided by these
principles.

End talking points.

6. (S) Begin talking points for Australia:

(SECRET//REL AUSTRALIA GROUP)

-- The U.S. believes AG members would be interested in any
information you can share related to China and North Korea,
specifically information related to:

- China's Institutes of Biological Products, to include
overhead imagery analysis, if possible.

- Your perceptions of the CBW proliferation activities by
Chinese entities.

- Your perceptions of Chinese government efforts to enforce
its export control rules.

- The current status of North Korea's CBW program.

- Your perceptions of North Korea's CBW proliferation
activities.

- North Korean imports of AG-controlled chemicals or
equipment for its chemical weapons program.

-- In addition, we believe Information Exchange participants
could benefit from hearing about your experiences dealing
with AG-controlled exports over the last year.

End talking points for Australia.

7. (S) Begin talking points for Austria:

(SECRET//REL AUSTRALIA GROUP)
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-- We appreciated the views that you provided bilaterally
prior to the 2008 Australia Group plenary and we would
encourage you to give a presentation on either Iran or Russia
at the 2009 plenary.

-- Information Exchange or Enforcement Experts meeting
participants will likely be interested in any information you
can share related to Iran, specifically information related
to:

- Iranian procurement of technology, equipment, and expertise
through front companies, government organizations, and other
companies that could support a biological weapons program.

- The types of biological products or ties that Iran has
sought from Western Europe for pharmaceuticals, cosmetics and
other industries.

-- The U.S. believe Information Exchange participants could
benefit from hearing about your experiences dealing with
AG-controlled exports over the last year.

End talking points for Austria

8. (S) Begin talking points for Cyprus:

(CONFIDENTIAL//REL AUSTRALIA GROUP)

-- We appreciated the presentation you gave on your export
control system during last year's Enforcement Experts meeting.

-- The U.S. believes other Enforcement Experts meeting
participants could benefit from hearing about your
experiences dealing with AG-controlled exports and
transshipment over the last year.

End talking points for Cyprus.

9. (S) Begin talking points for France:

(SECRET//REL AUSTRALIA GROUP)

-- We appreciated the case study on transfers of
AG-controlled equipment from China and Pakistan and vaccine
collaboration between Russia and Syria.

-- The U.S. believes participants would benefit from hearing
about your experiences assisting China in setting up a
Biosafety Level-4 (BSL-4) laboratory at the Wuhan Institute
of Virology from the export control and intangible technology
transfer perspectives. We are particularly interested to
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know how China plans to vet incoming foreign researchers from
countries of biological weapons proliferation concern.

-- Information Exchange participants could benefit from a
presentation on how you vet visa applicants to prevent
intangible technology transfer to countries of chemical and
biological weapons proliferation concerns.

-- The U.S. also believes Information Exchange participants
could benefit from hearing about your experiences dealing
with AG-controlled exports over the last year.

End talking points for France.

10. (S) Begin talking points for Germany:

-- Information Exchange participants could benefit from a
presentation on how you vet visa applicants to prevent
intangible technology transfer to countries of chemical and
biological weapons proliferation concern.

-- The U.S. also believes Information Exchange participants
could benefit from hearing about your experiences dealing
with AG-controlled exports over the last year.

11. (S) Begin talking points for Japan:

(SECRET//REL AUSTRALIA GROUP)

-- The U.S. believes Information Exchange participants would
be interested in any information you can share related to
China or North Korea, specifically information related to:

- CBW threats perceived by China.

- Your perceptions of the CBW proliferation activities of
Chinese entities.

- The current state of North Korea's CBW program.

- Your perceptions of North Korea's CBW proliferation
activities.

- North Korean imports of AG-controlled chemicals and
equipment for its chemical weapons program.

-- The U.S. also believes Information Exchange participants
could benefit from hearing about your experiences dealing
with AG-controlled exports over the last year.

End talking points for Japan.

12. (S) Begin talking points for the Netherlands:
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(CONFIDENTIAL//REL AUSTRALIA GROUP)

-- We appreciated the presentation you gave on the
limitations to indigenous chemical weapons precursor
production in Iran.

-- Information Exchange participants would likely benefit
from a similar analysis on the limitations of indigenous
chemical weapons precursor production in Syria.

-- The U.S. believes Information Exchange participants would
benefit from bearing about your experiences dealing with
AG-controlled exports over the last year.

End talking points for the Netherlands.

13. (S) Begin talking points for Norway:

(CONFIDENTIAL//AUSTRALIA GROUP)

-- We appreciated the presentation you gave on using
generating aerosols using commercially available sprayers.
We would be interested to know whether you have studied the
issue further and plan to give a follow-on presentation.

-- The U.S. believes Information Exchange participants would
benefit from hearing about your experiences dealing with
AG-controlled exports over the last year.

End talking points for Norway.

14. (S) Begin talking points for the ROK:

(SECRET//REL AUSTRALIA GROUP)

-- The U.S. believes Information Exchange participants would
be interested in any information you can share related to
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China, North Korea and Iran, specifically information related
to:

- CBW threats perceived by China.

- Your perceptions of the CBW proliferation activities of
Chinese entities.

- The current state of North Korea's CBW program.

- Your perceptions of North Korea's CBW proliferation
activities.

- North Korean imports of AG-controlled chemicals and
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equipment for its chemical weapons program.

- Iranian procurement of technology equipment and expertise
through front companies, governmental organizations, and
other companies that could support a biological weapons
program.

- The types of biological products or ties that Iran has
sought from East Asia for pharmaceuticals, cosmetics and
other industries.

-- The U.S. also believes Information Exchange participants
could benefit from hearing about your experiences dealing
with AG-controlled exports over the last year.

-- One approach would be to follow the thorough presentation
you gave on your export control system during the 2008
Enforcement Experts meeting with an real-life export license
case study.

End talking points for the ROK.

15. (S) Begin talking points for Sweden:

(CONFIDENTIAL//REL AUSTRALIA GROUP)

-- The U.S. appreciated the presentation that you gave on the
electrochemical alkylization of elemental phosphorus. It is
important for AG members to be aware of new chemical
production methods that might allow proliferators to
circumvent Australia Group rules.

-- The U.S. believes Information Exchange participants would
benefit from hearing about you experiences dealing with
AG-controlled exports over the last year.

End talking points for Sweden.

16. (U) POINT OF CONTACT: Please contact Andrew Souza in
ISN/CB at 202-647-4838 or via classified e-mail at
souzaam@state.gov for additional information or
clarifications.
CLINTON
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